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Abstract

This paper discusses automated credit card fraud de-
tection by means of machine learning. In an era
of digitalization, credit card fraud detection is of
great importance to financial institutions. We apply
two machine learning techniques suited for reason-
ing under uncertainty: artificial neural networks and
Bayesian belief networks to the problem and show
their significant results on real world financial data.
Finally, future directions are indicated to improve
both techniques and results.

1 Introduction

A marking example of the digitalization of our soci-
ety over the last years is the proliferation of credit
card use. This evolution did also bring forth the
problem of credit card fraud, where ever more so-
phisticated methods are used to steal considerable
amounts of money. This paper discusses the prob-
lem of identifying or detecting fraudulent behavior
in a credit card transaction system.

Reasoning under uncertainty is a key element in
many artificial intelligence applictions in general and
machine learning in particular. Therefore, many for-
malisms have been developed that support that kind
of reasoning: probabilistic reasoning, fuzzy logic, etc.
Here, we focus on two machine learning techniques
to the credit card fraude detections problem: Arti-
ficial Neural Networks (ANNs) and Bayesian Belief
Networks (BBNs). The central idea is to provide
some computational learner with a set of training
data consisting of some feature values (e.g. extracted
from the data of a series of financial transactions)
that are inherent to the system in which we want to

do the fraud detection. After a process of learning,
the program is supposed to be able to correctly clas-
sify a transaction it has never seen before as fraud-
ulent or not fraudulent, given some features of that
transaction.

The structure of this paper is as follows: first we
introduce the reader to the domain of credit card
fraud detection. In Sections 3 and 4 we briefly ex-
plain the two Machine Learning techniques used, re-
spectively ANN and BBN. Finally, we discuss some
of the experiments conducted for both techniques,
followed by a conclusion and possible future direc-
tions of research.

2 Credit Card Fraud Detection

In this section we discuss credit card fraud and the
specific problems that arise with it. We will focus
on credit card fraud, but most properties also apply
to other real world problems, such as cellular phone
fraud, calling card fraud and computer network in-
trusion.

2.1 What is Credit Card Fraud ?

The advent of credit cards and their increasing func-
tionality have not only given people more personal
comfort, but have also attracted malicious characters
interested in the handsome rewards to be earned.

Credit cards are a nice target for fraud, since in a
very short time a lot of money can be earned without
taking to many risks. This is because often the crime
is only discovered a few weeks after date.

Some successful credit card fraud techniques are

e Copying a credit card and in some way get-
ting hold of the secret pin-code of the user (if



needed).

e Vendors charging more money than agreed to
the customer, without the latter being aware of
it.

When banks lose money due to credit card fraud,
card holders partially (possibly entirely) pay for the
loss through higher interest rates, higher member-
ship fees, and reduced benefits. Hence, it is both the
banks’ and card holders’ interest to reduce illegiti-
mate use of credit cards and that is the reason why
financial institutions started to do fraud detection.

Fraud detection is, given a set of credit card trans-
actions, the process of identifying those transactions
that are fraudulent, i.e., classifying the transactions
into two classes: a class of genuine and a class of
fraudulent transactions.

2.2 Problems with Credit Card Fraud
Detection

One of the biggest problems associated with fraud
detection is the lack of both literature providing ex-
perimental results and of real world data for aca-
demic researchers to perform experiments on. This
is because fraud detection is often associated with
sensitive financial data that is kept confidential for
reasons of customer privacy.

We now enumerate some of the properties a fraud
detection system should have in order to perform
good results.

e The system should be able to handle skewed dis-
tributions, since only a very small percentage of
all credit card transactions is fraudulent. To
solve this problem, often the training sets are
divided into pieces where the distribution is less
skewed [Chan98].

e The ability to handle noise. This is simply the
presence of errors in the data, for instance in-
correct dates. Noise in actual data limits the
accuracy of generalization that can be achieved,
no matter how extensive the training set is.

One way to deal with this problem is by cleaning
the data [Faw97].

e Querlapping data is another problem in this
field. Many transactions may resemble fraud-
ulent transactions, when actually they are le-
gitimate. The opposite also happens, when a
fraudulent transaction appears to be normal.

e The systems should be able to adapt themselves
to new kinds of fraud. Since after a while suc-
cessful fraud techniques decrease in efficiency,
due to the fact that they become well known.
Then a “good” fraud tries to find new and in-
ventive ways of doing his job.

e There is a need for good metrics to evaluate the
classifier system. As an example, the overall ac-
curacy is not suited for evaluation on a skewed
distribution, since even with a very high accu-
racy, almost all fraudulent transactions can be
misclassified.

e The systems should take into account the cost
of the fraudulent behavior detected and the cost
associated with stopping it. For example, no
profit is made by stopping a fraudulent transac-
tion of only a few Euros.

This means that there should be a decision layer
on top of the fraud detection system. The de-
cision layer decides what action to take when
fraudulent behavior is detected via the fraud de-
tection system, taking into account factors like
the amount of the transaction and the quality
of the customer doing the transaction.

3 Artificial Neural Networks

3.1 Definition

Neural Networks exist in many ways and different
forms. The type of neural network we will discuss in
this paper is the Feed Forward Multi-layer Percep-
tron. A feed forward multi-layer perceptron consists
of different layers of perceptrons that are intercon-
nected by a set of weighted connections. We can
distinguish three types of layers:

e Input layer: Receives input from an input
stream, which can be a database or some device
or something else.

e Hidden layer: Is hidden from the outside world
and receives input only from the input layer or
another hidden layer.

e Output layer: Connects the network to the out-
side world again and provides the final output
of the network.

A feed forward multi-layer perceptron has no cycles
and there is full connectivity between the percep-
trons of two consecutive layers. Signals can be prop-
agated in two directions: function signals are prop-
agated forwards, i.e. from input layer through the



hidden layer(s) to the output layer and error signals
are propagated backwards, i.e. from output layer
through the hidden layer(s) to the input layer.

3.2 Learning

The type of learning we will discuss is commonly
called supervised learning or error correction learn-
ing. The algorithm that we have used to do this
is called Backpropagation of Error Signals or
in short Backprop. Every iteration of the algorithm
consists of two passes !:

1. Forward pass: every perceptron calculates the
weighted linear combination of all its inputs and
applies to the result of this summing junction an
activation function. The result of the activation
function provides the perceptron of its output
value.

2. Backward pass: At the output layer of the
network we calculate the error with respect to
the desired output value for a certain pattern.
This error is propagated backwards through the
network enforcing a correction on the weights of
all connections in the network. This technique
is based on the observation that all perceptrons
in the network have a shared responsibility for
the error that has been calculated at the output
layer.

For more details concerning Backprop and other is-
sues concerning learning in a feed forward multi-layer
perceptron we refer to [Mae00].

4 Bayesian Networks

4.1 Definition

A Bayesian network is a directed acyclic graph that
consists of a set of random variables. Each variable
has a finite set of mutually exclusive states. A set of
directed links or arrows connects pairs of nodes. The
intuitive meaning of an arrow from node X to node
Y is that X has a direct influence on Y.

A Bayesian network represents the dependence be-
tween the variables and gives a compact specification
of the joint probability distribution. In fact a BBN
is a factorization of the joint probability. Each node
of the network has a conditional probability table
(CPT) that quantifies the effect of the parent nodes.

LAt every iteration of the algorithm we present the network
with a certain pattern taken from a training set. The features
of the pattern are presented to the different perceptrons at the
input layer of the network.

The parents of a node are all those nodes that have
arrows pointing to it. For orphan nodes this reduces
to prior probabilities.

4.2 Learning

This section deals with the problem of constructing
a network automatically from direct empirical obser-
vations.

Taking Bayesian belief networks as the basic
scheme of knowledge representation, the learning
task separates into two additional subtasks:

1. Identifying the topology of the network, specifi-
cally, the missing links and the directionality of
the arrows.

2. Learning the numerical parameters (the prior
and conditional probabilities) for a given net-
work topology.

Since the second task is trivial given enough data,
we will only concentrate ourselves on learning the
topology of the network. There are several ap-
proaches to do this, such as dependency analysis
[Chen97] and global optimization. We opted for
STAGE [Boy98] which is an instance of the latter.

Global optimization is the problem of finding the
best possible configuration from a large space of pos-
sible configurations.

Formally, an instance of such a global optimization
consists of a state space X and an objective function
Obj: X — R. This objective function evaluates the
quality of the state as a final solution, by transform-
ing the state into a real number. The goal of global
optimization is to find a state z* € X, which mini-
mizes Obj, that is, Obj(z*)<Obj(z) Vz € X. If the
space X is so small that every state can be evaluated,
obtaining the exact solution z* is trivial, otherwise,
special knowledge of the problem structure must be
exploited.

The STAGE algorithm aims to exploit the follow-
ing observation: the performance of a local search al-
gorithm depends on the state from which the search
starts. We express this as follows:

The value function V7 (xz) = expected best Obj
value seen on a trajectory that starts from state x
and follows local search method 7. Intuitively V7™ (x)
evaluates x’s promise as a starting state for 7.

We seek to approximate V™ using a function ap-
proximation model such as linear regression or multi-
layer perceptrons, where states x are encoded as
real-valued feature vectors. These input features
may encode any relevant properties of the state, in-
cluding the original objective function Obj(z) itself.



We denote the mapping from states to features by
F : X — RP, and our approximation of V7 (z) by
VT (F (),

Training data for supervised learning of v may be
readily obtained by running 7 from different starting
points. Moreover, if the algorithm m behaves as a
Markov chain, intermediate states of each simulated
trajectory may also be considered alternate “starting
points” for that search, and thus used as training
data for V™ as well. This insight enables us to get
not one but perhaps hundreds of pieces of training
data from each trajectory sampled.

The learned evaluation function V™ (F(z)) evalu-
ates how promising z is as a starting point for local
search algorithm 7. To find the best starting point,
we must optimize V™ over X. We do this by simply
applying stochastic hill-climbing with V™ instead of
Obj as the evaluation function.

To summarize, STAGE repeatedly alternates be-
tween two different stages of local search: running
the original local search method 7 on Obj, and run-
ning hill-climbing on V™ to find a promising new
starting state for m. Thus, STAGE can be viewed
as a smart multi-restart approach to local search.
The operation of STAGE is schematically depicted
in Figure 1.
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Figure 1: STAGE alternates between optimizing Obj
with 7 and hill-climbing to optimize V™.

4.3 Stage applied to Bayesian net-
works

In this part we will apply the STAGE approach from
the previous subsection to the problem of Bayesian
network structure learning.

First we need an objective function Obj which
must return a value that quantifies the quality of
a Bayesian network.

We will use the Minimum Description Length
(MDL) metric [Lam94], which trades off between

maximizing fit accuracy and minimizing model com-
plexity. Consider a network x with A nodes. The
objective function decomposes into a sum over the
nodes of the network z:

A
Obj(x Z —Fitness(z;) + K - Complexity(x;))

j=1
(1)
The Fitness term computes a mutual information
score at each node x; by summing over all possible
joint assignments to variable j and its parents:

N(Uj A me«j)
N(VParj)

(2)
Here, N(-) refers to the number of records in the
database that match the specified variable assign-
ment.
The Complexity term simply counts the number
of parameters required to store the conditional prob-
ability table at node j:

=22 N

vj Vpar;

Fitness(z;) (vjAVpar;)log

)—1) H Arity (i)

i€Par;

Complezity(z;) = (Arity(j)

(3)
where the Arity of a node in a Bayesian network is
defined as the number of states the variable associ-
ated with the node can adopt.

The constant K in 1 is set to log(R)/2, where R
is the number of records in the database.

Including the Complexity term from 3 into the
objective function from 1 introduces Occam’s razor
in a natural way: since both K and the Complezity
term are always positive values and since we want
to minimize the objective function, there will be a
tendency towards simple structures.

The local search method 7 that we will use is
stochastic hill-climbing. Because directed cyclic
graphs are not allowed in Bayesian networks we
have to ensure that the graphs visited in = are
acyclic. This is done by maintaining a permutation
Ziy, Tin,---,Ti, on the A nodes, and all links in the
graph are directed from nodes of lower index to nodes
of higher index. Local search begins from a linkless
graph on the identity permutation after which the
following move operators are used: 2

o With probability 0.7, choose two random nodes
of the network and add a link between them (if

2Again, Occam’s razor applies, since the simplest struc-
tures are evaluated first, followed by more complex structures.



that link isn’t already there) or delete the link
between them (otherwise).

o With probability 0.3, swap the permutation or-
dering of two random nodes of the network. This
may cause multiple graph edges to be reversed,
namely those that don’t point from nodes with
a lower index to those with a higher index after
the permutation.

For learning, STAGE was given the following seven
extra features:

e Features 1-2: mean and standard deviation of
Fitness over all the nodes

e Features 3-4: mean and standard deviation of
Complexity over all the nodes

e Features 5-6: mean and standard deviation of
the number of parents of each node

e Feature 7: the number of “orphan” nodes, i.e.,
nodes that don’t have parents

The fitter used to train V™ can be any method to
do function approximation, like linear or quadratic
regression. We used feedforward multi-layer percep-
tron in our implementation.

5 Experiments

5.1 Methodology

In this subsection we present a methodology to de-
scribe an experiment and its results.

The data we use is real world data that has been
provided to us by Serge Waterschoot at Europay
International (EPI). This data consists of a set
of features that contain useful information about
a transaction, we will label these features by F;
without specifying them. Unfortunately, we cannot
specify them, because the agreement with EPI
forbids us to do so.

We introduce a measure of performance that is
independent of the learning problem at stake and
gives us a clear idea about the quality of a result. For
this purpose we introduce the Receiver Operating
Curve (ROC) (see fig 1).

After the training of a network (ANN or BBN)
it will be applied to a set of features it has never
seen before. Of course, we can say something about
the classification of the transactions in this set, for
example, how many of these transactions have been
correctly classified as genuine. Or even better, how

much percent of the total of these transactions have
been classified correctly as genuine.

We are especially interested in knowing how many
fraudulent transactions are classified correctly as
fraudulent and at the same time how many genuine
transactions are classified incorrectly as fraudulent.
The first is called the true positive rate and the latter
the false positive rate. The ROC will combine this
information in one graph. We will plot the false pos-
itives (x-axis) against the true positives (y-axis). By
doing this, we get a concave shaped graph that con-
tains for each data point on this graph the following
information:

e on the x-axis you can read the percentage of
transactions that have been classified incorrectly
as fraudulent

e on the y-axis you can read the percentage of
transactions that have been classified correctly
as fraudulent

The steeper the increase with respect to the y-axis,
while the values on the x-axis remain small, the bet-
ter there has been learned, the better the predictions.
The line, dividing the first quadrant, called the bi-
section, corresponds to a model that has done no
learning.

5.2 Fraud Detection with Artificial
Neural Networks

It is often wrongly assumed that neural networks are
a fast, easy and reliable technique to obtain good re-
sults in different areas. In practice it is found that
the great difficulty in applying neural networks re-
sides in the choice of a good set of pre-processing
operations and a good trade-off between the differ-
ent parameters that have to be chosen.

The first experiment 3 shows the importance of
pre-processing. In figure 2 (a) you can see two ROC
curves, the best result in this graph has been ob-
tained by performing a correlation analysis on the
10 features of the original data set. This resulted in
the observation that one feature was strongly corre-
lated with many of the other features. Removal of
this feature clearly improves the results. For clarity
we will point out some of the results on the ROC
curves:

1. Dark ROC, is the best result, pre-processing:
normalization, desired values are offset ¢ away

3For all experiments we used: a training set to train the
network, a test set to calculate the average mean square error
over the perceptrons at the output layer and a validation set
to produce the ROC curves.



from the real desired values and correlation anal-
ysis (resulting in the removal of one feature): for
70 percent true positives we have only 15 per-
cent false positives.

2. Light ROC, pre-processing: normalization, de-
sired values are offset € away from the real de-
sired values: for 60 percent true positives we
already have 15 percent false positives.

The second experiment shows the influence of pa-
rameter tuning on the process of learning. By de-
creasing the learning rate at certain intervals of the
learning process we can improve the speed and ef-
ficiency of this process. This is illustrated in figure
2(b). Figure 2 (c) shows the corresponding ROC
curve of this experiment. The learning rate has been
dropped at epochs 5, 10, 30, 57.

5.3 Fraud Detection with Bayesian
Belief Networks

We conducted one experiment on a dataset where
each transaction is described by 4 features and a
fraud label. A structure that received a high score
from the STAGE algorithm can be seen in Figure 2
(d). As you can see two features influence fraud and
fraud influences two features. Figure 2 (e) depicts
the ROC associated with this structure and we can
see that it performs well. For example, when 68% of
the fraudulent transactions are correctly recognized,
then only 10% of the genuine transactions are falsely
classified as fraudulent.

Another experiment was conducted on a dataset
where each transaction is described by 10 features
and a fraud label. One structure returned by the
learning algorithm can be seen in Figure 2 (f), and
its matching ROC in Figure 2 (g). On the ROC
we see that when we allow 15% of the fraudulent
transactions to be incorrectly classified, 73% of the
fraudulent transactions.

5.4 Comparison

e The results of BBN and ANN are compared in
table 1. We can see that BBN performs bet-
ter than ANN applied to fraud detection. For
instance comparing ANN-(a) to BBN-(e) in the
table, you can see differences of approximately
8%. This means that in some cases, BBN de-
tects 8% more of the fraudulent transactions.

e Learning times can go to several hours for ANN
and take up to 20 minutes for BBN.

e The evaluation of new examples is typically

much faster for ANN than for BBN.

| experiment | £10% false pos | £15% false pos |

ANN-fig 2(a) | 60% true pos 70% true pos
ANN-fig 2(a) | 47% true pos 58% true pos
ANN-fig 2(c) | 60% true pos 70% true pos
BBN-fig 2(e) | 68% true pos 74% true pos
BBN-fig 2(g) | 68% true pos 74% true pos

Table 1: This table compares the results achieved
with ANN and BBN, for a false positive rate of re-
spectively 10% and 15%.

6 Conclusion

In this paper we showed that good results can be
achieved by applying ANN and BBN to fraud detec-
tion. As the comparison shows Bayesian Networks
yield better results concerning fraud detection and
their training period is shorter but the fraud detec-
tion process is considerably faster with ANNs.

Finally we point out what interesting ongoing
work we are still doing and what extensions could
be added to our implementations of both ANN and
BBN.

Future work ANN

e Pruning algorithms exist to cut away connec-
tions and perceptrons that are practically not
used during training, this can significantly im-
prove the performance of backprop.

e The use of variations, like radial basis networks,
support vector machines (SVMs) and backprop
performing weight updates with respect to some
other error function.

Future work BBN

e Extend the implementation so that continuous
variables are allowed in the networks.

e Implement a structure learning method that is
based on dependency analysis (as opposed to the
search & scoring method, as in STAGE) and
compare the results with those of the STAGE
algorithm.
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Figure 2: (a) Two ROC curves: The best result
is obtained by performing a correlation analysis.
(b)Average mean square error: every epoch is a com-
plete pass of the training set through the network.
(c) ROC curve corresponding to the error curve in
(b). (d) A structure of five features, which received
a high score from the STAGE algorithm. (e) The
ROC associated with (d). (f) A structure of ten fea-
tures, which received a high score from the STAGE
algorithm. (g) The ROC associated with (f).
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